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immediate response can be provided if the company is in direct contact with irs
customer. We provide forimmediate use of call detail information (the subject
of opt-in approval) during inbound and ourbound telemarketing calls.

Commenters also suggest that the 21-day waiting period prior to acting on a
customer’s opt-in approval is inconsistent with the requirement that a company
must provide a customer with the customer’s CPNI upon written request,
When a company asks customers to opt-in so the company can use, disclose, or
permit access to customers’ CPNI, the waiting period is to protect customers
against the possibility of erroneous disclosure of very sensitive personal
information. Companies confuse their desire to have customer approval to usc
CPNI for a commercial purpose with customer requests. A requcsr by a
customer for the customer’s own information docs nor carry with it rhc same
concern for an erroneous disclosure that exists with a company’s request.

We have made a change in the adopted rules that relieves companies of the
obhgauon to provide written confirmation and wait twenty-one days to
respond to customers when they are in direct contact with the customer during
inbound and outbound telemarketing calls. Jee F.AC 450-720-273(7).

Training for Customer Service Personnel with Access to CPNI:
Consumer comments were made evidencing a concern that training for
customer service personnel may not be sufficient to protect the privacy of
customers. These comments were made in support of an all opt-in regime. We
did not adopt an all opt-in regime, bur our proposed rules, and now our
adopted rules, require companies to use training and other safeguards to
protect customer privacy. We believe that the adopted rules address the
concern. JSee W.AC 480-120275/7).

object to the requwement fora company officer to flle a compllance certificate
on an annual basis staring the officer has personal knowledge that the company
has established operating procedures that are adequate to ensure compliance
with rules concerning CPNI, and to file a statement accompanying the
certificate explaining how its operating procedures ensure that it is or is not in
compliance wrth the rules on this topic. Companies claim an exemption to this
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requirement based on RCW 80.04.530(2). The Commission has added a new
subdivision (4) to the rule that provides that Class B companies nced not report
to the Commission as required by subsection (3)of WAC 480-120-215.

Notice Related ta Privacy Listings for Telephone Solicitation: One of

our proposed rules concerns telephone solicitation calls to customers with non-
published and unlisted telephone numbers. The rule requires that customers
must be informed that inclusion in a solicitation list ma): be declined, and if
declined, the company must not malic any additional solicitation. This rule
implements RCW 80.36.390,which permits people to indicate they would not
like to receive any morce solicitations. The commenter’s concern is that the
notice requirement is confusing, but no commenter stated how this notice
requirement would be confusing. Because there is no clear statement of how
the notice requirement might be confusing, and because we do not think it will
cause confusion, we decline to make any change. See WFAC 480-720-277.

isa i the FCC: Companies commented

that control of CPNI is a nanonal issue that should be left to the FCC to
provide uniform regulations. We respond chat control of CPN1 is an issue of
direct and substantive concern to customers and that it is appropriate for state
commissions to adopt rules to balance customer privacy, speech, and
association interests with the commercial speech interests of companies in a
manner that is consistent with state law. Further, the FCC acknowledged in its
rule that some state variation might be appropriate.

t
Information: Consumers suggest that customers should have the opportunity
to correct inaccurate information collected by a company. Unlike credit
bureaus that collect information from others, the information with which we
arc concerned herc is information in the possession of the telecommunications
companies. Because the information at issue here would be collected directly
from company sources, we are not concerned that it will bc inaccurate. (Indeed,
the concern for customer privacy, speech, and association interests arises
precisely because of its accuracy in revealing sensitive personal communications
and Living habits.) We made no changes to the proposed rules as a result of
this comment.
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I0-120 201
Jefintgons

e, 201 = Definidons, The
lefininon secdon has changed
w1} Addinon of defimoon of
*Associated companys” 2)
“hange o call decal

fetinition; 3) Change w CPNJ
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dentifiable CPNI 6) Change
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Telecommunications celated
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Praposed mile conBins a

definioon of associated company

that replaces the use of the
phrase “any endry under
commaon conerol of or wich the
tclecommunications company.™

The defininon of call decal has
been changed 1o clanfv thar
subsccoon {d) applies to
informanon associated with a
specific individual,

The definition of CPNI was
chaaped by the climinadon of
the phrase “which includes
information obtaned by the
company for the provision of
relecommunicanons serviee.”
Subsecnion (€) was added and
lists the thrce components of
CPNL

A definition for data base
management sysiem (DBNS) is
included. It defines the oype of
DBMS used in enhanced 9-1-1.

A definition of individually
wlencifiable CIPNT was added (0-
CPNL.

The definition of “prvate
account informaton®™ was
changed by removing call deeail.

The definition of
“Telecommunicatons related
praducts and services” is deleted
because the phrase no longer
appears in the rematang mles

"

see Appoendiz AL
pages 1and 2

180-120-202 Use of
Tustames
’ropretary Nerwork
nformation
Yermitted.

Vithdrawn.

wee appendix A,
ape 3
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SECTIONS AND ADOPTED RULE IN
APPENDIX A

480-120-203 Using a
customer's call deeail
informacion.

See. 205 in the proposed wules
tequired optin approval
before use, disclosure or
access o call detadl Le
provided for arcumstances
when approval was not
required, ¢, to bill and
collect.

In the adopred rule, opt-in
approval for call detail is
addressed in See, 204,

Opt-in and opr-
out approval are
addrssed in the

order

Norn proposed
rules.

Nut 1o propased rules

Sec. 203 in the ad()prg'd rules 1s
taken from the FCCO rules on
CPNI and it prohibits one
company from using CPNI o
identify or rack customers thai
call 4 compedng company

NO Conuments.

o

480-120-204 Using
privare account
intormation 1n the

provision of services.

Thix tecnion in the proposed
rulex concerned thosce
circumstances when no
approval 1s neecssary N order
10 underrake those acnions
normally required ro operace a
telephone nenvork. or actions
required by law. Inrhe
adopred rules, this martenal 1
expaaded and 15 in Sec. 205,

The changes are found in See
25 of the adopred rules, and
include permmssion o provide
custorner premise equipment
(CPE) and call answerng, voice
muail or messaginy, volce storage
and rerpeval serces, fax store
and forward, and prorocol
conversion, and permission ©

provide call locatdon information

concermng the userof a
commercinl mobte service, as
the term is defined in 47 US.C
§ 2224(d).

See Appendis .\
pages 3and 3-4,

O

AR0-120:205 Using
povare account
informarion during
an inbound call

This secuon in the proposed
rules permitted use, disclosure,
and aceess to povare account
informadon during inbound
telemarkenng call afrer express
approval from the customer.

This topic is coveeed in Sec. Xi6
of the adapted rules. 1t permits
only use of PAL and 1-CPNI
during both inbound and
outbound wlemarketing calls.
Notice 15 reguired for vurbound
wlemarkenng calls, Express
approval 1= required for inand
outbound elemacketng calls
unless approval sceured prior to
the call. If needed, approval
must be recorded dunng
outbound calls.

See Appendix A,
pages 3-4,
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SECTIONS AND ADOPTED RULE IN
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T | 480-120-200 Using In proposcd ruie this secuon In the adopted rules, use of No comments
povae account permitted use, but not pAvake account information is
information for disclosure or access, of privare addressed in Sec. 207, Llse, buc
markedng account informanon ufer noc disclosue or actess, is
telecommunncations- | notce and an opportunity ro pernutted atter nodee and an
telared producrs and | opr out OPPOITUNILY [e Opf ouL.
services and other
praducts and
senioes.
b

Not i proposed
rules.

Notin proposed rules.

Sec. 208 of the adopred rules
permits companies o use, bue
not disclose or pemit access, ©
private account information
without nodee or customer
approval w marker
telecommunications products or
services related 1o service already
provided 10 a customer. The
informarion may also be shared
with associated companics that
also provide service to the
CUSTOMCE.

See Appendis A,
pages 4-3.
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480-120-207 Nouce
when use of privare
account informanon
15 permirted unless a
cuestomer direcrs
vthenwise (Copr-
out™)

Thus topic s covered 1n See. 209
of the adopred rules. The
tequirement for annual opt-out
nonees has been changed o
once every nwo vears. The
requirement to inform
customerty that telematkerers
mayv have access to name and
address and wlephone number
hax been revised o thar it does
noimply that companies
necessarly provide the
intormaton to telemarkerers.
The adopted rule also tequires
companies that seek opt-out
approval ro inform customers, if
true, that the company has been
using some private account
informaton withour having
provided notice or secking
approval (See adopred WAC
480- 120-2048].

see Appendix Al
sages 3-140..

480-120-208
Mechanisms for
opting out of use of
pﬂ\'a[t CUsTOMLT

account information.

The proposed rule required
multiple methods fur opting

wur

Sec. 211 of the adopred rule
addresses opr-our mechanism.
No change wax madc

see Appendix A,
rages 6-7, 10-11.

480-120-204 Nooce
when explicit ("opt-
in"’} approval is
required and
mecharmisms for
expheit approval

[n the proposed rules, this
section prescribed the notice
accessary when a company
seeks opt-in approval. [
ncluded & chart thar desenbed
‘he vanous approval
equirements based upon the
ape of intermanon and use to
which it would be pur.

In the adopreed rales, this s
addressed in Sec. 212, One
substantive change 1s rhe
aduepted rule permars a
descrpooen o f the general,
rather than all. purposes for
which I-CPNI informarion may
be used. The adopted rules also
requires companics rhar scek
opt-our approval to infurm
customers, If toe, that rhe
company has been using some
private account information
without having provided notice
or secking approval (See adopred
WAC 480-120-208). The chart
has been revised to reflect the
adopted rules.

e x\ppcndi,\ A,
ages 6-10.
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12 | NOTE: Sccdon
numbecr 480-120-210)
has been used and
repealed previously.

[t was not avalable
for usc in either the
proposed ur adopred
rules.

13| 480-120-211 The proposed rule reguired The adapred rule on chis topicis | See Appendis A,
Confirming dhunge wrirten confirmanon of 2 See. 213 Included 15 an pages 9, and 12-
i approval status, changu i opi-in or op-our excepdon 1o the confirmarion 14

approval status and required requirement when the nooce s

COMPANILs [0 NOT ACCON an gven durmng telemadkenng call,

opr-im approval stamus change There s also an excepoon to the

unal 21 davs afeer the confirmanon and waigng-penod

confirmadon s sent. reyuirement when the customer
reyuests the customer’s own
CPNI from the company.

14. | 480-120-212 The rule states that a customer | The adopted rule is Sec. 214, and | See Appendix A,
Duracon of directive remains in effect until theoe 1s no change. pages 6-10, and
customer approval or | the customer revokes, 12.
disapproval. modifies. ot limits rhr

chrect ive.

15 | 480-120-213 The proposed rule requires I'he adopted male is in See 213, Sce Appendix A,
Safepuards required companies o have in place ind there iS N0 substanove page 14.
for using privare certain safeguards to insure the change
account information. | confidendaliry of CPNI 1«

mantained in accordance with
the rules. Included are a staff
LrAININE [EQUILCMLnL, 2
SUPLIVISOLY FEVICW PROCESS,
and filing a compliance
cermificate.

16 480-120-214 Companes musr disclosc The adopred rule 1510 Sce. 216, No comments.
Disclosing customer customer CPPNI upen wrirten and chere 13 no substannve
propoctary network request of a customer chanpe.
informanon.

17. | 480-120-215 Using The proposed rule limits The adopred rule 15 10 Sec. 217, See Appendix A,

privacy bistings for
telephone
sohectradon.

company solicitation of
customers with nonpublished
or unbsted numbers.
Companies must pm\"idc a
means 1o request that they not
be solicited, and inform
customers that they may
decline a telephone
solicitadon.

and there 1s no substantve
zhange.

page 15
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480-120-216 Using
subscriber list
informanion for
purpases other than
directony publbishing

The propused rule restricted
the use or disclosure of
subscnber ine informanon of
customers who have
nonpubhished 2nd unlisted
numbers.,

The adopted rule is Sce. 218, and
there s no substantive change.

No comment







APPENDIX C

NEW SECTION

WAC 480-120-201 Definitions. The definitions in this section apply to WAC
480-120-202 through 21 8:

“Associated company” means any company that controls, is controlled by, or is
under common control with, another company.

“Call detail” Except as provided in subsection (e), “call detail” means: (a) Any
mformation that identifies or reveals for any specific call, the name of the caller
(including name of a company, entity, or organization), the name of any person called
the location from which a call wes made, the area code, prefix, any part of the telephone
number of any participant, the time of day of a call, the duration of a call, or the cost of a
Cal;

(b) The aggregation of information in subsection (a) of this subsection up to and
including the level where a specific individual is associated with information on calls
made to a given area code, prefix. or complete telephone number. whether that
information is expressed through amount spent, number of calls, or number of minutes
used and whether that information is expressed in monthly, less-than- monthly or greater-
thawmonthly units of time;

(c) The aggregation of the information in subsection (a) of this subsection up to
and including the level where, expressed on a less-thawper-month basis. a specific
individual is associated with general calling patterns (e.g. peak, off-peak, weekends) or
amounts spent.

(d) Information associating a specific customer or telephone number with the
number of calls that are answered or unanswered, correlated with a time of the day, day
of the week, week or weeks, or by any time period shorter than one month.

(e) Call detail does not include information, other then information described in
subsections (a), (), (c), and (d) of this definition, compiled on a monthly basis. For
example, call detail does not include the amount spent monthly by a specific customer on
long distance calls, including the amount spent monthly on inha-LATA toll, intra-state
toll, and interstate toll; the amount spent monthly on ancillary services; or the number of
unanswered calls per month for a specific telephone number. Call detail does include, for
example, the amount spent monthly calling area code XXX; that a particular telephone
number was called X times in a month; the number of unanswered calls between the
hours of 8:00 A.M. and 5:00 P.M. each month and the number of unanswered calls on
Tuesdays each month.

“Customer proprietary network information (CPNI)”* means: () Information
that relates to the quantity, technical configuration, type, destination, location. and
amount of use of a telecommunications service, including call detail, and that is made
available 1 the company by the customer solely by virtue of the customer-company
relationship; and

(b} Information contained in the bills pertaining to telephone exchange service or
telephone toll Service received by a customer of a company; except that CPNT does not
include subscriber list information



(c) CPNI includes

() call detail,

(ii) privete account mformation. and

(i) mformanon that 1s not individually identifiable to any particular customer.

“Company” means any telecommunicationscompany as defined in RCW
80.04.010.

“Data base management system (DBMS)” means a data base used by local
exchange company to provide automatic lacation information (ALl) to public safety
answering points (PSAPs).

“Individually identifiable customer proprietary information (I-CPNI)” means
call detail and private account information.

“Private account information (PAL" means the subset of CPNI that does not
include call detail but is associated with an identifiable individual.

“Subscriber list information” means any information: (a) Identifying the listed
names of subscribers of a company and those subscribers’ telephone numbers, addresses,
or primary advertising classifications (assuch classificationsare assigned when service is
established), or any combination of listed names, numbers, addresses, or classifications;
and

(b) That the company or an affiliate has published caused to be published, or
accepted for publication in any directory format

“Telecommunications service” means the offering of telecommunications for a
fee directly to the public, or to such classes of users to be effectively available directly to
the public, regardless of the facilities used.

“Telemarketing” means contacting a person by telephone in an attempt to sell
one or more products or services

NEW SECTION

WAC 480-120-203 Use of customer proprietary network information (CPNI)
not permitted to identify or track customer calls to competing service providers. A
company may not use, disclose or permit access to CPNI to identify or track customers
ket call competing service providers. For example, a local exchange company may not
use local service CPNI to back all customers that call local service competitors.

NEW SECTION

WAC 480-120-204 Opt-in approval required for use, disclosure, or access to
customer I-CPNI. A company may not use, disclose, or permit access to a customer’sI-
CPNI, unless the customer has given opt-in approval.

NEW SECTION

WAC 480-120-205 Using customer proprietary network information (CPNI)
in the provision of services. Notwithstanding WA C 480-120-204, a company may use.
disclose, or permit access to CPNI to the extent necessary to:

(1} Initiate, render, coordinate, facilitate, bill, and collect for telecommunications



services the customer has purchased or requested;

(2) Provide customer premise equipment and call answering, voice mail or
messaging. voice storage and retrieval services. fax store and forward, and protocol
conversion.

(3) Provide inside wiring installation, maintenance. and repair services.

(4) Protect the rights or property of the company, or to protect users of those
services and other companies from fraudulent, abusive. or unlawful use of, or
subscription to, such services;

(5) Resolve formal and informal complaints communicated to the company or
commission by an applicant or customer,

(6)Provide records to a data base management system, or to any other database
used n the provision of enhanced 9-1-1 or 9-1-1 service. or perform any other service for
enhanced 9-1-1 or 9-1-1 purposes;

(7) Provide call location information concerning the user of a commercial mobile
service, asthe term is defined in 47 U.S.C.§ 222(d) to,

(i) a public safety answering point, emergency medical service provider or
emergency dispatch provider, public safety, fire service, or law enforcement official, or
hospital emergency or trauma care facility, in order to respond to the user's call for
emergency Services;

(i) inform the user's legal guardian or members of the user's immediate family of
the user's location in an emergency situation that involves the risk of death or serious
physxal harm; or

(iii) provide information or database management services solely for purposes of
assisting in the delivery of emergency services in response to an emergency.

(8) Comply with any applicable law, or any governmental rule, regulation or
order, or any subpoena or other demand of apparently lawful authority.

NEW SECTION

WA C 480-120-206 Using individual customer proprietary network
information (I-CPNI) during inbound and outbound telemarketing calls.
Notwithstanding 480- 120-204:

(1) A company may use an individual's I-CPNI to the extent necessary to provide
any inbound telemarketing, referral, or administrative services to the customer for the
duration of the call, if:

(@) Such call was initiated by the customer; and

(b) During the call and prior to the company's use of the information, the
customer expresses approval for the company to use the information during the call.

(2) A company may use an individual's I-CPNI to the extent necessary to provide
telemarketing referral, or administrative services to the customer for the duration of an
outbound telemarketing call. if:

(a) The company provides oral notice during the call that complies with 480-120-
212, except the oral notice is not required to comply with subsection (3)i). (I} (m). (n),
and (o), and subsection (4)(a) of 480-120-212; and



(b) During the call and prior to the company’s use ofthe I1-CPNI, the customer
expresses approval for the company to use the information during the call in the manner
required in 480- 120-212(4)b).

(3) This section does not apply if:

(a) A company is permitted to use PAI because it has opt-out approval under
WAC 480-120-209 and 211.

(b)A company is allowed to use PAI without approval by WAC 480- 120-208; or

(c) A company is permitted to use I-CPNI because it has obtained opt-in approval
under WAC 480-120-212.

NEW SECTION

WAC 480-120-207 Use of private account information (PAI) by company or
associated companies requires opt-out approval. Notwithstanding WAC 480-120-
204:

(1) Unless the customer directs otherwise, a telecommunications company and its
associated companies may use a customer’s PAI to market the company’sor its
associated companies’ own products and services.

(2) A company may not use a customer‘s PAT information as provided in
subsection (1) of this section unless it has provided notice to each customer pursuant to
WAC 480-120-209, and provided the customer with a reasonable opportunity to direct
the company not to use the information (opt-out) pursuant to WAC 480- 120-21 1.

NEW SECTION

WAC 480-120-208 Use of customers’ private account information (PAI} to
market company products and services without customer approval. Notwithstanding
WAC 480-120-207(2):

(1) A company and its associated companies may use PA1 without customer
approval for the purpose of marketing their service offerings among the categories of
service (i.e., local, interexchange. and commercial mobile radio service (CMRS)) to
which the customer already subscribes from the same company.

(a) If a company provides different categories of service. and a customer
subscribes to more than one category of service offered by the company, the company is
permitted to share the customer’s pnvate account information With its associated
companies that provide a service to the customer.

(b) If a company provides different categories of service, but a customer does not
subscribe to more than one category of service offered by the company, the company is
not permitted to share the customer’s PAI with its associated companies. This subsection
does not preclude a company from meeting the requirements of, and taking action under,
WAC 480-120-209 and 21 1or 212,

(2) A company may use customers’ PAl related to that company’s provision of
local exchange service to market services formerly known as adjunct-to-basic services,
such as. but not limited to, speed dialing, computer-provided directory assistance, call
monitoring, call tracing, call blocking, call return, repeat dialing, call tracking, call



waiting, caller 1.D., call forwarding, and certain centrex-type features without customet
approval.

NEW SECTION

WAC 480-120-209 Notice when use of private account information (PAI) is
permitted unless a customer directs otherwise (opt-out). (1) This section applies
when a company. pursuant to WAC 480-120-207(1), is permitted to use a customer’s PAl
unless the customer directs otherwise (opts-out). 1fa company that is permitted to use the
opt-out methed voluntarily uses the opi-in method, then the requirements of WAC 480-
120-212 apply.

(2) A company may not use a customer’s private account information pursuant to
WAC 480-120-207(1} unless, at least once in the past two years, the company has
provided a written notice to the customer, as provided for in this section. and provides the
customer with a reasonable opportunity to opt-out at any time. The written notice may be
provided by electronic mail to customers with whom the company ordinarily conducts
business through electronic mail. A notice provided by electronic mail must comply with
this section, but the company is not required to provide the means for response to an opt-
out notice required in 480- 120-211(2)(c) and (d) to customers that receive the required
notice by electronic mail.

(3) The written notice must be mailed separately from any advertising or
promotional material. 1t may be included with the customer's bill.

(4) The written notice must be posted on the company’sweb site and must be
readily accessible from the company’shome page.

(5) Any opt-out notice must include the following items:

(a) A statement that the name, address, and telephone number, if published in the
telephone directory, are not private information and may be used by telemarketers even if
the customer opts-out;

(b) A statement that private account information may be used to market (i)
telecommuemications-related products and services, or (ii) other products and services, or
both (i) and (ii), whichever applies;

(c) A statement that the customer has a right to direct the company not tc use the
customer’s private account information and that doing so will not affect the provision of
any services to which the customer subscribes;

(d) A disclaimer that an opt-out directive for private account information does not
prevent the company from making telephone solicitation or telemarketing calls to the
customer and does not prevent the company from including the customer’s listed name,
address, and telephone number in lists sold leased or provided to other firms. This
disclaimer is not required if the company’s practice is to exclude customers who opt-out
of private account information use from use or disclosure for telemarketing purposes or if
the company does not sell, lease, or directly provide such lists to other firms;

(e) A statement that the customer should expect to receive written confirmation
within thirty days of the directive, with a suggestion that the customer call the company if
the confirmationis not received by this time;

(f) A prominent statement of specific instructionsby which the customer can
direct the company not to use the customer’s private account information The dedicated



opt-out telephone number required by WAC 480-120-211(2)(a) must be printed in bold
type and in a size larger than the body of the notice.

(g) A statement substantially equivalent to one or more of the following, if true:

(i) “Without customer approval, the company uses your [the customer’s] private
account mformation for the purpose of marketing service offerings among the categories
of service (/.e., local, interexchange, and CMRS) to which the customer already
subscnbes from the company;” or

(ii) “Without customer approval, the company shares your [the customer’s]
private account information with its associated companies”; or

(iii) “Without customer approval, the company uses your [the customer’s] private
account information to market adjuncts to basic services. such as, but not limited to.
speed dialing, computer-provided directory assistance, call monitoring, call tracing, call
blocking. call return repeat dialing, call tracking, call waiting, caller 1.D., call
forwarding, and certain centrex features.”

(6) The notice must be comprehensible and not misleading.

(7) The notice must be clearly legible, in twelve-point or larger typeface.

(8) A company may state in the notice that the use of PA1 may enhance the
company’sability to offer products and services tailored to the customer’s needs, if such a
statement is accurate.

(9) A company may state in the notice that the customer, upon affirmative writien
request, may compel the company to provide PAL to any person.

NEW SECTION

WAC 480-120-211 Mechanisms for opting out of use of private customer
account information (PAI). (1) This section applies when a company, pursuant to
WAC 480-120-207(1), is permitted to use a customer’s PAI unless the customer directs
otherwise (opt-out).

(2) At a minimum, companies must allow customers to opt-out using the
following mechanisms, which must be provided by the company:

(a) Calling a dedicated, toll-free telephone number that provides access to a live
or automated operator at all times. The telephone number must be accessible from all
areas of the state where the company provides service. Without receiving unrelated
information from the company before giving their directive, customers must have the
option to opt-out;

(b) Calling any telephone number that the company provides for billing or
customer service inquiries. This subsection permits companies to transfer customers
directly to the number required in (a) of this subsection;

(c) Marking a box or blank on the notice and returning it to a stated address;

(d) Returning a postage-paid card included with the notice;

(e)Electronic mail, if the company otherwise receives or sends electronic mail
messages to its customers; and

(f) Submittingan opt-out form found on the company’sweb site. The opt-out
form must be directly linked to the Written notice required by WAC 480-120-209(2). The
web site must be accessible to the public using generally available browser software.

{3) A company may require, a part of any opt-out mechanism, that the customer



comply with reasonable procedures to verify the identity of the customer. Any opt-out
verification procedure must be no more burdensome on the customer than any
verification procedure used by the company when a customer provides express (opt-in)
approval or orders additional services on an existing account.

NEW SECTION

WAC 480-120-212 Notice when express (opt-in) approval is required and
mechanisms for express approval. (I) This section applies when opt-in approval ofthe
customer is required before a company is permitted to use, disclose, or permit access to a
customer's 1-CPNI.

(2) A company must maintain records of customer notification and approval.

(3) Any solicitation for express customer approval must be accompanied by a
written notice to the customer of the customer's right to restrict use, disclosure, and
access to that customer's 1-CPNI. The notice must state that I-CPNI includes all
information related to specific calls initiated or received by a customer.

(a) The notice must state that the customer has a right under federal and state law
to protect the confidentiality and limit use, disclosure, and access to the customer's 1-
CPNI.

(b) The notice must state that the company has a duty under federal and state law
to protect the confidentiality of I-CPNI and to comply with the customer's limitations on
use, disclosure, and access to the information.

(c) The notice must state the types of information that constitute I-CPNI. ifa
company is seeking express approval to use, disclose, or permit access to call detail
information, the notice must specify that call detail includes the telephone numbers of all
calls made or received by the customer.

(d) The notice must specify whether the I-CPNI can be used, disclosed, or
accessed by any entity or person other than the company providing the notice.

(e) The notice must describe general purposes for which I-CPNI can be used,
disclosed, or accessed and specifically disclose whether the 1-CPM can be used to market
services to the customer.

(f) The notice must inform the customer that approval by the customer is
voluntary and that no action is required to protect the customer's I-CPM from disclosure
1o third parties.

(g) The notice must inform the customer that deciding not to opt-in will not affect
the provision of any services to which the customer subscribes.

(h) The notice must be comprehensible and must not be misleading.

(i) The notice must be clearly legible, in twelve-point or larger type, and be placed
S0 as to be readily apparent to a customer.

() If any portion of a notice is translated into another language. then all portions
of the notice must be translated into that language.

(k) A company may state in the notice that t k customer's approval to use,
disclose, or permit access to I-CPNI may enhance the company's ability to offer products
and services tailored to the customer's needs, if the statement is accurate.

() A company may state in the notice that the customer, upon affirmative written
request, may compel the company to disclose the customer's I-CPNI to any person. (m)



The notice must state that any approval for use, disclosure of, or access to I-CPNL may be
revoked at any time.

(n) The notice must state that the customer should expect to receive written
confirmation within thirty days and suggest that the customer call the company if the
confirmation s not received by this time.

(0) A statement substantially equivalent to one or more ofthe following. if aue,

(i) “Without customer approval, the company uses your [the customer’s) private
account information for the purpose of marketing service offerings among the categories
of service {i.e., local, inferexchange,and CMRS) 1o which the customer already
subscribes from the company:” or

(i) “Without customer approval the company shares your [the customer’s] PAI
with its associated companies;” or

(i) “Without customer approval the company uses your [the customer’s] PAI to
market adjuncts to basic services, such as, but not limited to. speed dialing, computer-
provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call hacking, call waiting, caller 1.D.,call forwarding, and certain centrex
features.”

(4) Opt-in approval by the customer must be either:

(@) In writing, including messages by facsimile or electronic mail; or

(b) Orally, if the oral approval is verified by an independent third-party using
substantially the same procedures as provided in WA C 480- 120-147(1)(c} or if the
company makes a sound recording of the oral approval sufficient to establish knowing
approval.

{5) The following table illustrates information identified in WAC 480-120-204
through WAC 480- 120-208 and whether it would be considered to require express “‘opt-
in” approval, an “opt-out” directive or is not covered by the rule.



Table Illustrating That Customer Approval Method
Depends on the Type of Information

Type of Activity

Type of Information

Call Detail Private Account Info.
(specific calls. etc.} (excludes call detail)
. . ) Opt-in Opt-in
Dusclosing to third parties (Sec 204) (Sec 204)
Marl:etlng E)rod;cf andtserwcels OL(IjI’ of Opt-in opt-out
category o which customer already (Sec 204) (Sec 207)
subscribes
Marketing products and services within the Optei No dpproval
category to which customer subscribes pt-in (Sec 208)
(Sec 204)

In &outbound telemarketing of products
and services out o f category to which
customer already subscribes

Oral opt-in good for

duration ofcall
(Sec. 206)

Oral opt-1n. good for duration
ofcall (Sec 206; but no
approval during call if
company has opt-out approval
under 2071

In &outbound telemarketing o f products
and services within the category to which
customer subscribes

Oral opt-ingood for
duration of call
(Sec. 206)

No approval
{Sec. 208)

NEW SECTION

WAC 480-120-213 Confirming changes in customer approval status. (I)
Each time a company receives a customer's opt-out directive or opt-in approval that
changes the customer's approval starus, the company must confirm in writing the change
in approval status within thirty days. The written confirmation must either be mailed to
the customer's billing address, or may be sent to the customer's electronic mail address if
the directive wes sent to the company by electric-mail, and must be separate from any
other mail fran the company. The confirmation must include a short summary of the
effect of the customer's opt-out or opt-in choice, and must provide a reasonable method t
notify the company if the company made an error in changing the customer's approval

status.




(2) A company may not use, disclose. or permit access to a customer’scall detail
based on a customer’sexpress opt-in approval until three weeks after mailing the
confirmation to the customer.

(3) This section does not apply when approval was received for the duration of an
inbound or outbound telemarketing call as provided for in WAC 480-120-206.

(4) This section does not apply when a customer requests disclosure of CPNI as
providedfor in WAC 480-120-216.

NEW SECTION

WAC 480-120-214 Duration of customer approval or disapproval. A
company must continue to follow any opt-out directive or opt-in approval received until
the customer revokes the directive or approval.

NEW SECTION

WAC 480-120-215 Safeguards required for I-CPNL. Every company has a
duty to protect the confidentiality of I-CPNI.

(1 xxompanies must train all personnel who have access to I1-CPNI as to when
they are and are not authorized to use, disclose, or permit access to CPM, and companies
must implementan express disciplinary process to deal v violations of the
requirement.

(2) Companies must establish a supervisory review process regarding company
compliance with rules goveming use, disclosure of, or access to CPNI for outbound
marketing sSituations and must maintain records of company compliance for at least two
years. Specifically, sales personnel must obtain supervisory approval of any proposed
outbound marketing request.

(3) Companies must have an officer, as an agent of the company, sign a
compliance certificate on an annual basis stating the officer has personal knowledge that
the company has established operating procedures that are adequate to ensure compliance
with rules concerning CPNI. The company must provide a statement accompanying the
certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules on this topic. The certificate and the compliance staterment
must be filed with the company’s arnual report to the commission.

(4) Class B companies need not report to the commission as required by
subsection (3) of this section. However, these companies must retain, for at least three
years from the date they are created, all records that would be relevant, in the event of a
complaint or investigation. to a determination ofthe company’s compliance.

NEW SECTION
WAC 480-120-216 Disclosing CPNI on request of customer. A company must

disclose a customer’s CPNI, upon affirmative written request by the customer, to any
person designated by the customer.
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NEW SECTION

WAC 480-120-217 Using privacy listings for telephone solicitation. (1] A
local exchange company may not make telephone solicitation or telemarketing calls using
its list of customers with nonpublished or unlisted numbers unless it has notified each
such customer at least once in the past year that the company makes such calls to its
customers with nonpublished or unlisted numbers and that the customer has a right to
direct that the company make no such calls.

(2) When the company provides the notice required in subsection (i} of this
section in wnting, the notice must include a toll-free number and an electronic mail
address the customer may use to state that solicitation should not be made.

(3) When the company provides the notice in subsection (1) of this section by
phone call, the customer must be informed that inclusion in a solicitation list may be
declined and if declined, the company must not make any additional solicitation

NEW SECTION

WAC 480-120-218 Using subscriber list information for purposes other than
directory publishing. 1fa company uses or provides subscriber list infomation for
purposes other than directory publishing or compliance with 47 U.S.C. § 251(b)(3), it
must exclude from use or disclosure the subscriber list information of any customer who
subscribes to a privacy listing, including a nonpublished or unlisted number, or who
directs the company to exclude subscriber list information relating to his or her service.

NEW SECTION

WAC 480-120-219 Severabililty. If any provision of sections 201 through 218
of this chapter or their application to any person or circumstance is held invalid the
remainder of sections 201 through 218 or the application ofthe provision to other persons

or circumstances is not affected
REPEALER
The following sections of the Washington Administrative Code are repealed:

WAC 480-120-144  Useof Privacy listings for telephone solicitation.
WAC 480-120-151  Telecommunicationscarriers’ use of customer proprietary

network information (CPNI)

WAC 480- 120- 152  Notice and approval required for use of customer
proprietary network information (CPNI).

WAC 480- 120-153  Safeguards required for use of customer proprietary
network information (CPNI).

WAC 480-120- 154  Definitions.
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